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Introduction
owadays, the world is like a little village thanks to the Internet that

transports a big amount of information per second in the form of data

exchange, banking transactions or many other types of messages. Electronic
message exchange is a privileged target for attackers. The threats are numerous and
can be intentional or accidental [14]. Accidental threats are errors caused by users
manipulating the system. For example, sending by error a confidential message to a
wrong addressee. On the other hand, intentional threats come from a harmful source.
They can be passive (such as eavesdropping) or active (such as modifying the
message content or falsifying its source information). The different attacks result in

confidentiality, integrity and authentication breaches [12].

Cryptography is a basic mechanism in the security domain and its use occurs in
several aspects of Internet security. Cryptography is a set of techniques offering
means of transforming a plain text into an unintelligible one. Only the authorized

receiver is able to decrypt the original text.

This paper describes a cryptographic solution offering a high level security thanks to
two new ciphering modes. These modes are derived from the well-known chaining
mode CBC (Chaining Bloc Cipher). CBC and other chaining bloc modes indicate
the way of applying the ciphering technique to a text cut into blocks. The new
chaining modes are named CBBC (Chaining Bloc Before Cipher) and CMBBC
(Chaining and Mixing Bloc Before Cipher). They allow the combination of two
ciphering algorithms at the same time instead of using only one as it is the case in
the traditional solutions [2].
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1- Ciphering techniques
Cryptography is the science of securing data with cryptographic algorithms. It
allows to save or transmit on a network sensitive data in a secured and protected
manner. Cryptographic algorithms are mathematical functions used in the ciphering
and deciphering processes along with a key. Ciphering is the process of
transforming a plaintext into an incomprehensive onc and deciphering is the
opposite process [19].
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There are two principle classes of algorithms: symmetric or secret key algorithms
and asymmetric or public key algorithms. The first class utilizes a single and same
key for ciphering and deciphering. DES (Data Encryption Standard), TWOFISH and
BLOWFISH are examples of the most known symmetric algorithms [4][10}{8].
These algorithms work on a bloc basis; that is the plaintext is divided into blocks
that are ciphered one by one according to a chaining mode. ECB (Electronic Code
Book) and CBC (Chaining Bloc Cipher) are the most popular chaining modes
[10]{14]. Secret key algorithms are based on simple operations (arithmetic and
permutations) and are known to be very rapid and strong, but their inconvenient is
that they produce a big set of keys to manage. For n users there are (#-1)/2 keys 10
exchange in a reliable and secret manner. This has motivated the introduction of the
second class of algorithms which utilize two different keys; a public key for
encryption and a private one for decryption, The privaie key is kept secret, only its
owner knows it [10]. There is no relation between the two key so no one can deduce
one from the other. RSA (Rivest Shamir Adleman), Diffie-Helman are the most
popular asymmetric algorithms [17]. This type of algorithm are based on complex
mathematical theories such as factorization of integers, discontinuous logarithm,
elliptic curves, etc. They use big keys to ensure security but they are 100 times
slower than symmetric algorithms. In practice, the two types of algorithms, that is,
symmetric and asymmetric algorithms are combined to capture the advantages of
the both. - e s de
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2- The ciphering modes of operation

A block cipher (that is the cipher aigorithm) encrypts plaintext in fixed-size »-bit
blocks (often #»=64). For messages exceeding » bits, the simplest approach is to
partition the message into »-bit blocks and encrypt each separately. This electronic
code book (ECB) mode has disadvantages in most applications, motivating other
modes of operation on larger messages. One of the most common modes is CBC
{(Cipher Block Chaining). CBC involves use of an »-bit initialization vecior (denoted

V) [10][8}.

In the following, £ denotes the encryption function parameterized by key K, E
'denotes decryption. A plaintext message x=x;....x, is assumed to consist of n-bit
blocks. The CBC mode follows the algorithm [13]:

Input : K-bit key K; n-bit [V; »-bit plaintext blocks x,,... ,x,.

Output : produce cipher text blocks ¢, ....c,; decrypt to recover plaintext,

Encryption : Co € IV. For 1<j <t, ¢; € Ey (c;.; @x;)

Decryption : Cy € IV. For I1<j <1, x; € ¢ @E}{I(CJ).
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Figure 1 : The CBBC mode
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In order to produce a more secure mode of ciphering we have made some
modifications on the CBC (see figure 1). The results are two new modes we named :

- CBBC that is Chaining Bloc Before Cipher (see figure 2),

- CMBBC that is Chaining and Mixing Bloc Before Cipher.

3- The CBBC mode
The first modification we applied to CBC concerns the chaining dependencies. In

the CBC mode the chaining mechanism causes cipher text ¢, to depend on x; and all

preceding
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Figure 2 : The CBBC mode

blocks. Consequently, rearranging the order of cipher text blocks affects decryption.
Proper decryption of a correct cipher text block requires a correct preceding cipher
text block. In the CBBC mode cipher text ¢; depends on x; XORed with x’,_;, which
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in turn is the result of an XOR operation between x;; and x’;;, and so on .... x7
equals the initial vector /. There are no dependencies between the cipher text
blocks. This means that a XOR is operated between two plaintext blocks instead of a
plaintext block and the last ciphered bloc as it is done by the CBC mode. The
second modification is to encipher the message by alternating two algorithms, that
is ¢; is obtained from E; and c;.; from E, (E,; et E; are two different n-bits block
cipher functions or algorithms). In addition, the first algorithm to start with is

chosen at random. Consequently :

- rearranging the order of cipher text blocks does not affects decryption,

- a bit error in cipher text block ¢; does not affect decipherment of other blocks as it
is the case in the CBC mode. |

- if an attacker discovers one of the two keys, he can not read either the message nor
the block he has just decrypted for two reasons: The first reason is that the previous
block of the message is enciphered with a different key, so one must discover this
second key before deciphering the block. The second reason is that a XOR operation
has been applied between the hijacked block and the previous plain block. So, to
read the hijacked block one needs to know the previous plain block which in turn is
XORed with a block that was ciphered by a different algorithm.

4- The CMBBC mode

The CMBBC mode is nearly the same as the previous mode. However there is a
difference between the two modes. With the CBBC mode the enciphering is done in
an alternate manner that is block by block. In the CMBBC mode, blocks will not be
enciphered one by one, but a number of m blocks will be ciphered by algorithm! and
then m other blocks by algorithm2, etc. The number m, is a randomly generated
number, In addition, as in the precedent method, the ciphering order of the blocks is
clouded by the following chaining method : blockl, block n+1, block 2, block n+2,
...block n, block 2N, ..., as it is shown in figure 3. In this manner, the attacker will
never know neither the position of the blocks nor the algorithm used to cipher each
block. This makes cryptanalysis more difficuit.
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Figure 3 : The CMBBC mode

Example : Let us have a message composed of 5 blocks, and n=3. Ciphering is

done as it follows: algorithm 1 ciphers blocks 1,2,3 and algorithm 2 ciphers blocks 4

and 5 (see figure 4).
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Figure 4 : The CMBBC mode applied for a message of 5 blocks

The number m is generated according to the formula : m=1+nb modulo P, with
P=size(message)/2, and nb a randomly generated number from time in milliseconds
and position of the mouse pointer on the screen. Thus, » will be always greater than
1 and smaller than P; this means that their will be at least two computing rounds [2].
The drawback of this method is that it is slower than the previous one, so the
ciphering takes more time. For this reason we chose to use it as an optional choice
for the medium and high security levels.

5- Application to message security
We experienced the new chaining modes in a system designed for electronic
message security. In this section we outline de system functionalities related to the
confidentiality issue.
Our system offers tree levels of security :

- low security level,

- medium security level,

- and, high security level.
Each level uses a set of algorithms.
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The low level that offers security for personal messages, uses one out of four
algorithms with the CBC mode : BT - _

-  BLOWFISH with a key size of 256 bits and b]ocks of 128 bits.

-  TWOFISH with a key size of 256 bits and blocks of 128 bits.

- 3-DES with a key size of 192 bits and blocks of 64 bits.

- IDEA with a key size of 128 bits and blocks of 64 bits.

The medium level uses two algorithms at the same time with the CBBC or CMBBC
mode as the user decides : A
- 3-DES with a key size of 192 bits and blocks of 64 bits.

- IDEA with a key size of 128 bits and blocks of 64 bits.

The high level also uses two algorithms and lets the user choose between the CBBC
and the CMBBC modes :
- BLOWFISH with the key size of 256 bits and blocks of 128 bits.

- TWOF ISH wnth the key size 01 256 bxts and blocks of 128 bits.
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Conclusion

This paper deals with security problems that messages can encounter during their
transmission on the NET. We emphasis on the fact that our contribution is to design
and implement new chaining modes derived from the famous CBC (Chaining Bloc
Cipher). We called these modes CBBC {Chaining Bloc Betore Cipher) and CMBBC
(Chaining and Mixing Bloc Before Cipher) and demonstrated their efficiency in
sections 3 and 4. These two modes allowed us to strengthen enciphering methods by
combining two algorithms at the same time in a manner that complicates the
cryptanalysis task. s 1 mip i
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